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Abstract—The issue of trust in the management of digital
records has been a topic of research for a number of years.
During this time most researchers have concentrated on the
nature and meaning of the record itself, rather than the potential
use of the record as evidence of the originators’ origins, functions,
and activities. Through a comparison of trust in the real world
and trust in the digital world, we demonstrate the importance
of evidential value in the assessment of the trustworthiness of
a record. In this paper we investigate, identify and specify the
requirements for evidential value, based on our life cycle model
of the record. Finally, we show briefly how these requirements
can be used in the assessment of the trustworthiness of records
in long-term storage.

I. I NTRODUCTION
Earlier, people used paper documents to store information,
using pens and papers. Now, as the information technology
is growing dramatically, people more and more have to rely
on electronic documents. People write diaries in digital form,
using a digital camera to take photos and upload them to their
computers, even publish them to the Internet. When people
shop in supermarkets, their purchasing records are logged into
the banking system and in data repositories. Enterprises need
to store their data in digital repositories. Even for individuals,
it is not enough to only store their long term data in personal
computers. That is, the disks in those computers may not be
large enough, or the personal computers are not intended for
long term storage usage. Then comes the question: how can
we trust these repositories? When we store some data into
a repository and retrieve them later, how can we trust that
the data are still the same as before without being tampered?
Many researchers and practitioners have contributed to this
field, mostly dealing with the repositories, e.g. how to operate
the repositories and how to make them trustworthy [1], [2].
Few of them [3], [4] have researched the use of the records as
evidence of the originator’s origins, functions and activities.
Therefore, we focus on the value that a record has, specifically
the evidential value, and use this value to assess and calculate
the trustworthiness of the record.
In this paper, we concentrate on developing the requirements
for evidential value, and briefly explain how to assess the
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trustworthiness of a record using these requirements. The
assessment method and preservation issues are topics of our
forthcoming papers.
This work is part of the Trust work package of the LongRec
(Records Management over Decades) project [5], which is a
three years research project partly funded by the Research
Council of Norway. The primary objective of the LongRec
project is the Persistent, Reliable and Trustworthy Long-Term
Archival of Digital Documents, with Emphasis on Availability
and Use of Documents. In this project, the research on long
term record preservation has been divided into four work packages; Find, Read, Trust and Understanding. The Find work
package concerns records retrieval; the Read work package
focuses on records preservation covering records storage; the
Understanding work package deals with the records semantic
value, and the Trust work package cares about the assessment
of records’ trustworthiness over time.
The rest of this paper is organized as follows. We first assess
other researchers’ definitions of evidential value, and come up
with our definition in Section II. In Section III, we introduce
the scenario of trust in the digital world. By comparing with
trust in the real world, this section demonstrates the importance of evidential value and the use of evidential value to
measure records’ trustworthiness. In Section IV, we illustrate
the different phases of a record’s life cycle, and how these
phases are used to categorize the requirements for evidential
value is presented in Section V. We briefly explain how the
evidential value can be used to assess the trustworthiness of
a record in Section VI, and finally, conclusions and suggested
future work are given in Section VII.
II. E VIDENTIAL VALUE
One of the issues concerning evidential value is the lack of
a standardized definition of the use and of the key concepts
involved. Different interpretations of the term abound. Definitions differ with the viewpoint of the definer, and several are
given in this section, including our own.
In accordance with Schellenberg’s Appraisal Taxonomy [6],
[7], preserved records have two types of value, categorized as

primary and secondary value respectively. The primary value
of a record is the value that the record has for the creator,
who will use the record for legal, fiscal or administrative
purposes, and as necessary for the continuation of business.
The secondary value of a record is the value the record has
for persons or entities other than the creator, including public
and private users. David and Roderick [8] mentioned that
”research or historical values are generally designated as
the secondary value”, Gerald [9] stated that the secondary
value of a record is ”the main concern of archival appraiser”.
Given that we do research as a user of the record, not as
the creator, therefore, we concentrate on a record’s secondary
value. Schellenberg [10] further classified a record’s secondary
value into two types, i.e. evidential value and informational
value. He elaborated that informational values are ”the values
that attach to records because of the information they contain”,
and evidential values are ”the values that attach to records
because of the evidence they contain of organization and
function”. Given that we are concerned with the value which
can be used to assess the record’s trustworthiness, we pay our
attention only to the evidential value in the rest of this section.
There have been numerous attempts to define what evidential value is more specifically, however, they haven’t come up
with an agreed upon definition which is widely adopted as a
standard.
Some of the definitions [11]–[15] were given on an organization’s perspective. One of the definitions is:
Evidential value refers to the significance of the
information a record provides about a government
office and the function that produced it. It is the
evidence of an agency’s existence and achievements.
Records that document significant government functions, policies, and decisions have evidential value.
[11]
Some of the definitions [16] underscored evidential value’s
ability to be used as evidence. The definition is:
Evidential value refers to the documents’ ability
to serve as legal or historical proof of an activity,
event, or occupation. (1). High-value materials are
the originals in an unmodified form. (2). Moderatevalue collections might include some records of legal
value, such as birth certificates or legal copies of
land records. (3). Low-value materials are modified
records or copies. [16]
And some of the definitions [17]–[20] depicted evidential
value with focus on the creation of the record. One of the
definitions is:
The quality of records that provides information
about the origins, functions, and activities of their
creator. Evidential value relates the process of creation rather than the content (informational value)
of the records. [18]
However, none of them is good enough to be used to
research on assessment of records’ trustworthiness. The first
and second definition have not put attention on the records,

while the third definition limits to the creation of the record,
ignores the historical information pertaining to the record.
Thus, we proposed our definition [21] which focuses on
the records and also includes the historical information. Our
definition is:
”Evidential value is the quality of the record that
provides a legal proof, historical proof, authentic
evidence, and adequate evidence about:
• the origin of the record,
• the creator of the record,
• the creation of the record from different perspectives,
• the history of events and topics associated with
the record, such as activities, functions, policies,
operations etc.”
In this definition, we not only consider the creation of the
record, but also the record’s history, which will later be used
to assess the record’s trustworthiness. It is therefore essential
that the history of the record is documented in a way that can
be inspected, validated and reasoned about by authorized users
so that it is possible to check and ensure that records have not
been modified, abused or tampered with. In our research, we
will not investigate on the legal perspective of the evidential
value.
III. T RUST FROM R EAL W ORLD TO D IGITAL W ORLD
In the previous section, we assessed the numerous definitions of evidential value and proposed our own. In this section,
we use a scenario to illustrate why it is vital to document
the history of events and topics associated with the record
as evidential value. We first state the process of building and
maintaining trust in the real world (people’s trust in people),
and then further demonstrate how this process works in the
digital world (people’s trust in records).
A. Trust in the Real World
We suppose that Alice and Bob are two persons, and Alice
is going to assess Bob’s trustworthiness to her. When Alice
meets Bob for the first time, she doesn’t know him. Therefore,
she would try to obtain more knowledge about him, by getting
suggestions from others, or by observing Bob’s behavior. Alice
would give Bob an assessment of his trustworthiness to her at
first, and then, along with their interaction, she would adjust
the trustworthiness based upon further information she obtained. This adjustment could either increase or decrease. After
some time, if the trustworthiness goes down to complete no
trust (numeric 0), meaning that Alice will not trust anything of
Bob’s expressions, then she will probably stop her interaction
with Bob. While, if the trustworthiness goes up to complete
high trust (numeric 1), she will trust anything Bob expresses.
However, even if the trustworthiness is very high, it is still
possible that it will be changed by Alice in certain situations,
such as lack of interaction for years, or advised by others about
Bob’s highly untrustworthy. This process is shown in Figure
1.

Fig. 1.

Trustworthiness assessment process in the real world.

From this scenario, we conclude some important issues
which are good references for us to express trust in the digital
world:
• The assessed trustworthiness is not just 0 or 1, it is a
linguistic value (e.g. very high trustworthiness, high trustworthiness, medium trustworthiness, low trustworthiness,
no trust), which can be mapped into a numeric value
between 0 and 1, called the degree of trust.
• Alice assesses the degree of trust using the information
she got about Bob.
• The information used to assess the trustworthiness could
be gathered by Alice’s observation and/or by others’
suggestions.
• Alice adjusts her assessment of Bob’s trustworthiness
along with the information increase.
B. Trust in the Digital World
Trust in the digital world is similar to trust in the real world.
As in the real world trust, when a person (to facilitate the
explanation, we still use Alice) needs to assess a record’s
trustworthiness, she first needs to find related background
information about the record. This background information
is called metadata, which is ”data about other data” [22],
we will not deal with the different definitions here. The
metadata includes information like time of creation, author,
modification logs, and so on. In addition, the proofs (by using
digital signatures) from a third party could also be included
in the metadata. After collecting the useful information, Alice
will assess the trustworthiness of the record. She will work
out trust degree of this record, and then make her decision
on whether to trust the record or not. Note that, until now,
Alice didn’t read the content of the record. The assessment
was made based on the metadata about the record alone.
When she decides to trust the record, she starts to read the
content, and then modifies it or checks relevant context. By
Alice’s actions, which we called interaction with the record,
further information will be obtained. Later, she will adjust
the record’s trustworthiness based upon this information. The
adjustment could either increase or decrease. Figure 2 shows
the trustworthiness assessment process in the digital world.
Comparing Figure 2 with Figure 1, we see that they are using a similar process to assess the trustworthiness of assessee,

Fig. 2.

Trustworthiness assessment process in the digital world.

the only difference is who the assessee is, a digital record or
a person. Based upon the important points we have elaborated
in the previous section, we conclude that:
• The assessed trustworthiness of the record is a degree of
trust, not just 0 and 1.
• The assessment was carried out using information about
the record.
• The information used in the assessment is gathered from
the record’s documented history and/or others’ suggestion
(digital signature from third parties etc.).
• The record’s trustworthiness is adjusted along with information obtained from further interactions.
As we highlight in Figure 2, in order to conduct the
assessment of the record’s trustworthiness, it is important to
have information of the record from both the metadata and
further interactions. Given that Alice’s interaction with the
record will be documented as historical information, therefore,
combining with the last three points listed above, we conclude
that it is essential to have the historical information of a record
in order to assess its trustworthiness. Recalling the definition
of evidential value from Section II, we see that the evidential
value provides evidence about the history of events and topics
associated with the record. Hence, in our research, we will use
evidential value to achieve trust assessment to digital records.
IV. R ECORD ’ S L IFE C YCLE
In the previous two sections, we demonstrated what evidential value is, and why it is important for the assessment of the
record’s trustworthiness. In order to specify which elements
shall be included in the evidential value, we first need to know
how a record lives in the digital repository, i.e., the record’s life
cycle. Therefore, in this section, we discuss the record’s life
cycle. Based on this discussion, the requirements for evidential
value will be specified in the next section.
The DCC (Digital Curation Centre) model the curation
life cycle by different actions [23]. These actions fall into
three groups, which are Full Life Cycle Actions, Sequential
Actions and Occasional Actions. The Preservation Planning
and Conceptualize actions in this model are used to determine
the preservation strategy as well as to conceive and plan the
creation of the record. These are not relevant with the record
because they do nothing related to the record.

receive the records transferred to them, authenticate the source
of all materials, and verify the completeness and correctness
of these records. Given that we are focusing on research
of the assessment of trustworthiness of digital records, the
completeness and correctness of received records are not our
concerns. We investigate what should be preserved as the
evidential value, which could later be used to provide historical
information to assess the records’ trustworthiness.
B. Storage and Retrieval

Fig. 3.

The new record’s life cycle.

Given that the record’s life cycle model we want is specifically used to categorize the requirements for evidential value
and it should concentrate on assessing the record’s trustworthiness, it is reasonable to require that the desired life cycle
model shall highlight the phases where the trustworthiness
of the record might be changed. In other words, the phases
which do not change the trustworthiness of records should be
simplified. Based upon this requirement, the DCC life cycle
model is not suitable.
The Government of South Australia proposed their model in
2006 [24], phases in this model are all relevant to the records.
However, in this model, they do not distinguish modification
and migration from preservation phase. Thus, according to the
requirement for the life cycle model we stated above, this
model is not very suitable for specifying the requirements for
assessing the trustworthiness of records.
Since we cannot find a record’s life cycle model which is
perfectly suitable for being used to specify the trustworthiness
requirements for evidential value, we propose our own record’s
life cycle model. In our model, we give much attention to those
phases during which the trustworthiness of a record is likely
to be compromised, and little attention to those phases during
which the trustworthiness will not be compromised. As shown
in Figure 3, there are six phases for the digital records stored in
the archival repositories. These six phases are creation, store,
retrieval, modification, migration, and disposal. Whenever
the record needs to be preserved in digital repository, its
trustworthiness has to be assessed and the related evidential
value shall be documented and preserved.
A. Creation
The creation phase is the time when archival organizations
receive documents (from both inside and outside) and create
the corresponding records, as well as evidential value. The
records and its related evidential value will later be preserved
in digital repositories. As the ingest phase described in the
OAIS model [1] and TRAC (Trustworthy Repositories Audit
& Certification) project [2], in this phase, the repositories

After the records were created, they will be preserved in
archival repositories, similar to the data management and
preservation planning functions in OAIS model [1] and the
preservation and store actions in DCC curation life cycle
model [23]. Given that we need to distinguish the phases which
might change the trustworthiness of records, we categorize the
preservation stage into four phases in our model, i.e., store,
retrieve, modify and migrate. In our research, we integrate
store and retrieval, since they do not change the trustworthiness
of records. The modification and migration are two separated
phases as demonstrated below. The store and retrieval issues
are currently being researched by the Find and Read work
packages, respectively, in the LongRec project [5] (about the
LongRec project and Trust work package, please refer to
Section I). We will not elaborate the store and retrieval phases
in archival repositories any further.
C. Modification
After the records are preserved in archival repositories,
the contents of the records can still possibly be modified,
defined as the modification phase in our model. For example, organization might have two trustworthy copies for one
document, each copy consist of one or more records. If some
content in one record (R1) of a copy is missing, while the
corresponding record (R2) of another copy is not, then the
missing content in R1 should be modified based upon the
content in R2. Thus, even in the archival repositories which
are intended to preserve the real history and do not accept
any amendment, modification of the records’ content is still
possible. As proposed by Duranti and Blanchette [4] any
changes to the record have to be documented for the need to
attest the authenticity of it. In the modification phase, the data
related to the modification, such as person, time, and purpose
of the modification as well as what has been modified, shall be
preserved in order to provide evidence and needed information
for assessing the records’ trustworthiness. In addition, Thomas
et al. [25] stated that ”Evidence record must allow detection
of any modifications to it and the appropriate data object.”.
As we have defined above, the historical information in the
evidential value includes the data related to the modification,
and can be used to detect modifications to the archival records.
D. Migration
After working for some time, the archival repository will
probably be migrated for various reasons, typically not enough
space for storing additional records, or the digital formats used

currently will no longer be supported. Hence, the repository
may be migrated from a smaller disk to a larger one (called
copy), or it may be migrated from one digital format to
another (called conversion), since the old format is to be
abandoned. When doing conversion, records are actually being
modified and therefore conversion can be considered similar
to the modification phase. As stated by Thomas et al. [25]
”it must be possible to transfer data object and its evidence
record from one service to another without losing evidence
value”, therefore when doing copy, information related to this
process has to be preserved in order to provide evidence. This
information, also as historical information, is stored in the
evidential value.
E. Disposal
As defined in the DCC model [23], the disposal phase is
used to dispose records which are no longer needed according to documented policies, guidance or legal requirements.
Even when the records are intended to be deleted, they are
typically transferred to another archive, repository, data centre
or other custodian, where these records might be stored as
newly created records and their trustworthiness might need
to be assessed. Therefore, it is still necessary to preserve the
information related to the disposal in the evidential value. Note
that the disposed record will not be preserved in the original
repository where it used to be, hence the trustworthiness
assessment of this record is not necessary in the original repository, we only need to document and preserve the evidential
value.
V. R EQUIREMENTS FOR E VIDENTIAL VALUE
After we understand what evidential value is, why it is
essential to assess the record’s trustworthiness and how it can
be categorized, we finally assess and specify the requirements
for evidential value in this section. Given that we are focusing
on the trustworthiness of the record in long-term preservation
repository in this paper, we start with making the assumptions:
•
•

The record we mention here is the digital record which
is intended for long term usage.
The access control of the repository has been satisfied.
That means the person who might retrieve, modify and
migrate the records is authorized, we will not deal with
the security issues here.

Although the InterPARES project listed requirements of
what evidence the preserver must obtain to support authenticity
of electronic records in their book [26], their list do not show
the details of these requirements. Therefore, we will elaborate
the requirements for evidential value, which can be used to
assess the records’ trustworthiness.
A. Requirements during Creation
Pertaining to the creation process, information listed below
should be stored as evidential value, in order to give sufficient
information for trustworthiness assessment at a later time.

1) Information about Originator: Originator is the person
who actually created the original content of a record. Since the
record might be received from outside or created from paper
form, the originator can be different from the creator of the
record. It is necessary to document this information, because
the trustworthiness of the content might be gained from the
originator’s identity. For example, certain experts can assess
an artwork’s trustworthiness by checking the author’s style.
- Name of Originator (if available).
- Affiliation of Originator (if available).
- Compose Time (if available). The compose time is
necessary for assessing the originator’s style, since an
originator’s style can vary over time.
2) Information about Creator: The creator is the person
who creates the digital records which is stored in the archival
repository. It is obvious that the identity of the creator can be
used to assess a record’s trustworthiness, because the record
created by a person outside might not be recognized as highly
trustworthy.
- Name of Creator. The creator is not necessarily to be the
originator as we explained above.
- Affiliation of Creator.
3) Information about Creation: As stated in the definition
of evidential value, the information of a record creation
shall be documented in order to provide evidences for the
assessment of trustworthiness at a later time.
- Time of Creation. The date and time when the record
was created. For example, a batch of records might be
created together. If the time of creation of a record in
that batch is much different from others, it should be
recognized as lower trustworthiness than others, since this
difference might be caused by a problem of the software
or by somebody’s tampering.
- Software Used for Creation. The software used for creation need to be documented, since the trustworthiness
of the software can be evaluated. Created record might
be recognized as lower trustworthiness, if it is created by
software with low trustworthiness.
- Source of Record. The source of the records if they
were transferred from outside or transformed from other
forms or formats. E.g. it is reasonable to think that
records transformed from internal is more trustworthy
than records from other sources.
- Reason & Purpose. The reason and purpose for why the
record was created, e.g. transform paper documents into
digital records in order to archive the documents. The
reason or purpose can give supplementary information
for assessing the trustworthiness of the record.
B. Requirements during Storage and Retrieval
The storage and retrieval phases will not be elaborated
because both of them will not alter the records and will not
increase or decrease the trustworthiness of records. As we
stated at the beginning of this section, the security issues, such
as permission control, are not the topics of this paper.

C. Requirements during Modification
After records were archived, it is still possible to modify
them. As demonstrated by several researchers [4], [25], a
trusted archiving system should be able to detect any modifications to the records.
1) Information about Modifier: Like the creation phase, the
identity of modifier is useful to trace the person and validate
the modification action.
- Name of Modifier.
- Affiliation of Modifier.
2) Information about Modification: As stated in section
IV-C, the historical information about the modification should
be stored as evidential value. This information is:
- Time of Modification. The date and time when the
modification has occurred. The modification happened in
a rest time shall not be recognized as highly trustworthy.
- List of Originals. A list of all the original content in
records which will be modified. This list shall be given
before the modification.
- List of Modifications. A list of all the modified content
in records which were modified. This list shall be given
after the modification.
- Source for Modification. The source which the modification is based on. The source might be the corresponding
record from another copy of the genuine data as in the
example we mentioned in Section IV-C. It might also be
the source which is used to create the records.
- Reason & Purpose. The reason and purpose for why the
records need to be modified.
D. Requirements during Migration
Since the original records might be deleted after migration
due to lack of disk space, it is necessary to have a person
to verify the records after migration. Therefore, when doing
migration, not only identity of the person who performs the
migration needs to be stored, but also the person who verifies
the migration.
1) Information about Migration Executor: Migration might
be carried out by software programs, however, no matter which
software program is used, there must be a person who actually
starts the program. Hence, we used this information to identify
the person to check his/her trustworthiness.
- Name of Person Who Executes Migration.
- Affiliation of this Person.
2) Information about Verifier: Similar to the migration
executor, the person who verifies the migration shall be able
to be identified, no matter he/she use verification program or
not.
- Name of Verifier.
- Affiliation of Verifier.
3) Information about Migration & Verification:
- Time of Migration & Time of Verification. Both time
of migration and time of verification can be used to see
whether migration or verification is performed at working

Fig. 4.

The tree structure of a record’s evidential value.

time, and therefore make the migrated records have lower
or higher trustworthiness.
- Software used for Migration & Verification. The software used for migration and verification are documented,
because the trustworthiness of the software can also be
evaluated. Migration or verification might be considered
to decrease the trustworthiness of records, if it is executed
by software with low trustworthiness.
- Reason & Purpose. The reason and purpose are good
complementary information for understanding why migration was carried out. This information can further help
the assessment of records’ trustworthiness.
E. Requirements during Disposal
Even the records were chosen to be disposed, they might
be transferred to another place instead of being deleted [23].
Therefore, as we have stated in section IV-E, the information
of disposal shall be stored in evidential value. This information
is about Disposal Executor and Disposal.
1) Information about Disposal Executor: The identity of
the person who disposes the records shall be documented.
- Name of Disposal Executor.
- Affiliation of this Person.
2) Information about Disposal: Since the record might be
transferred to another place instead of being deleted [23], the
information of disposal has to be documented. The time and
reason & purpose of disposal can show when and why the
records are disposed.
- Time of Disposal.
- Reason & Purpose.
VI. A SSESSMENT OF A R ECORD ’ S T RUSTWORTHINESS
U SING E VIDENTIAL VALUE
In this section, we briefly explain how the evidential value
can be used to assess the trustworthiness of a record. We will
develop the assessment method in our forthcoming papers.
After having elaborated the requirements for evidential
value in Section V, we see that the record’s evidential value
can be structured as a tree model shown in Figure 4. For
simplicity, we only draw sub-tree about evidential value about
creation.

Figure 4 shows that the record’s evidential value consists
of evidential values from various phases of a record’s life
cycle. The evidential value in each phase is categorized by
various perspectives, and each perspective is comprised of
many attributes. The assessment of trustworthiness will start
from the leaves of this tree (level 1 as shown in Figure 4). Due
to the differences of the origin and function of these leaves,
a number of different linguistic values are assigned to each
leaf. The linguistic values are typically described as very high
trustworthiness, high trustworthiness, medium trustworthiness,
low trustworthiness or no trust, and are used to express the
degree of support of a certain ”trustworthiness hypothesis”.
For example, the creator with name David might be assigned
as very high trustworthiness since he is the person responsible
for creating the record. These linguistic values will then be
converted to numeric values from 0 to 1 at corresponding
leaves. The numeric values are assigned as the mass function
of these leaves, as defined in the Dempster-Shafer Theory [27].
The combination approach of the Dempster-Shafer Theory and
the MADM method [28] can be used to combine the numeric
values of these leaves into the nodes at level 2. The computed
results are the degree of trust of the nodes at level 2, which
will later be used to compute the degree of trust of the nodes
at level 3. The combination process then continues to the
highest level (level 4), and there we will get the assessed
trustworthiness of the record, which is calculated by using
evidential value.
VII. C ONCLUSION AND F UTURE W ORK
In this paper, we have assessed the definitions of evidential
value arrived at by other researchers before presenting our
definition. By comparing trust in the real world with trust in
the digital world, we illustrated how and why evidential value
is essential in the assessment of the trustworthiness of a record.
After discussing and assessing the life cycle models so far
presented, we proposed a life cycle model which gives much
attention to those phases during which the trustworthiness of a
record is likely to be compromised, and little attention to those
phases during which it will not be compromised. Based on this
model we identified, analyzed and specified the requirements
for evidential value at each phase, and explained briefly how
these requirements can be used to assess the trustworthiness
of a record in long-term storage.
Our conclusion is, therefore, that with an established rigorous set of requirements of evidential value, evidential value
can be used for the reliable assessment and calculation of the
degree of trustworthiness of a digital record over time.
In our future work we intend to include security requirements for evidential value since security supports the establishment of trust through the provision of secure and trustworthy
environment, the validation of all requirements for evidential
value by testing them in practical case studies and analyzing
the results, and the development of methodology for the
assessment and calculation of the degree of trustworthiness
of a digital record based on evidential value.
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