Environment

Windows 2000 Server
ISA 2004
Windows XP Home

Configured as an 'Edge Firewall' and assuming a
rule is already in place to deal with standard
internet traffic on TCP 80 & 443.

Edge Firewall

External Nebwork
(Internet)

Internal Network

For this instance the following ports need to be
configured for Marratech to communicate:
TCP 8000 — 8001

UDP 52000 — 52999

To do this:

Open ‘ISA Server Management’

Select 'Firewall Policy' in the right hand pane.

Step 1: Select 'Create New Access Rule' from the
Tasks Tab on the right hand side.

Step 2: Name your rule and click ‘Next’

=
Welcome to the New Access
Micrasaft: 4 Rule Wizard
Internet Security &
Acceleration Serverzo4

This wizard helps you create & new access nle. Ascess
nles define the action that is taken, and the protocols that
may be used, when specified clients from one network
altempt to access specilic destinations or content on
anather network.

r

- Access nle name:
-- IMamtecm

To continue, click Nest.

Bk [ Mews | Cancel |

Step 3: Select ‘Allow’ and click ‘Next’
]

Rule Action
Select how client requests for content from the specified destination are dealt with
if the: conditions specified in the rule are met

ietion 1o take when rule condijors ar met
& Giigw
" Deny

< Back I Mext > I Cancel

Step 4: Select ‘Selected protocols’, click ‘Next’
x|

Protocols
Select the protocols tis rule applies lo

This rule applies to:

41l outbound traffic =l
Al outbound traffic

d o

A1l outbound traffic except selected

[
Edit:
Remove:

Parts

< Back I Mext > I Cancel |

Step 5: Click ‘Add’ and the below box will appear.
From the below box, select ‘New’, ‘Protocol’
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Step 6: Name your protocol, click ‘Next’
S

wWelcome to the New Protocol
Microsoft e H
Internet Security & Definition Wizard
Acceleration Serverzooa

This wizard helps you create a new protocol definition.

Protocal definitions specify the low-level protocols and port
numbers that connections use.

L Pratocol defirition name:
==- IMaMUDP
-- To continue, click Next.

< Back I MNeut > I Cancel
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Step 7: Select ‘New’
=] Step 11: Your summary should read like this:

Primary Connection Information New Protocol n Wizard x|

Which part number, pratocal, and direction are uzed for the primany connection™

Completing the New Protocol

Ml : Definition Wizard

Internet Security &

Acceleration Server2004  vouhave successfully completed the Mew Pratocal
Defirition *izard. The new protocol definition will have the
fallawing configuration:

Port Range ‘ Protacol Type | Direction

Mame: =]
MarTUDP
Initial connection:
Protocal UDP
FPart: 5200052999
For protocals used in access nules, protocol direction should be outbound, Directior: Send Receive
Far server publishing rules. protacal direction must be inbound.
Help about creating new protocols =
L L

To close this wizard, click Finish,

< Back I Finizh I Cancel |

< Back I Hewt> | Cancel I

Step 8: Enter the below information, then select
‘OK’ This had created the UDP rule required for
it Protocol Connection 21x| Marratech to run on UDP 52000 — 52999.

Protocal bype: UDFP = Protocol Mumber: Iljr— NOW fOI‘ TCP 8000 _ 8001

Direction: ISend Receive 'l
Repeat Step 1 — 7 and enter the below
—Part Range information:

9 To: i
Fram: | 52000 To | 52999 t Protocol Connection 2] x|

—ICMP Properties

Protocol tvpe: TP - Prokocol Mumber: I &
ICMP Code: I ICMP Type: I
Direchion: IOuthund - I

—Port Range

Eram: | B000 To: | 3001
Step 9: Click ‘Next’

x 1 properis
Primary Connection Information ICMP Cade: I ICMP Type: I

‘which part humber, protocol, and direction are used for the primary connection™
QK I Cancel |

[8]4 I Cancel |

Part Range ‘F‘rolocolType |Direction | | MHew... |
52000-52993 uor Send Receive

Edi...

Delete CI'Ck ‘Next’
x

Primary Connection Information
“which port number, protocol, and direction are uged for the primary connection?

For protocals used in access rules, protocal direction should be outbound.
For server publishing rules. protocal direction must be inbound

Help sbout creating new protocols

Port Range ‘ Protocol Type | Direction |
5000-8001 TCP Outbound

Edi.. |
Delete |

< Back I Mexst > | Cancel I

Step 10: ‘No’ will be default, click ‘Next’
E @

Secondary Connections
Select the settings for any secandary connections.

For protocols used in access les, protocol direction should be outbound.
For server publishing rules, protocol direction must be inbound.

Help about creating new protocols

Do pou want to use secondary connections?
< Back Hest > Cancel

€ Yes

Part Range | Protocol Type | Direction | W,

Delete |

< Back I Nexst > I Cancel

MARRATECH




¥ ~ -
Select ‘Yes’, click ‘Next’ Under ‘User-Defined’ double click the protocols
X just created; they will appear in the left hand box,
O Gmec o ke ny econday corctons click ‘Close’
MNew Access Rule Wizard
Protocals ) )
Dio pou want ko use secondary connections? Siebexk the protacals this 1uke applies ta
' No
This ke applics b
Fort Range | Frotocol Tupe | Direction | Negwr |5!Rudm; p‘::mfs-u‘__ Crdete

Delet > =
Lelete E'LMMITEP # [ Common Protocols

LI Mariunp : j n";.mrunum

B 3 Instant Messaging
[ Remote Teminal
i L Streaming Meda
[0 WFH and (PSec

M L Heb

Bl S User-Cefined

< Back I Mext s I Cancel E:mmmp

+ Back ot 3
:—'J,{ MarsatechTCP
Enter the below information, click ‘OK’ B 03 habitn
t Protocol Connection 2=l # [ server Protocoks

= L A Pretocets

Protocal bype: TP = Protocal Muriber: IE, ﬁil
orectont—finpoung 7] Click ‘Next’

New Access Rule

d X
—Pork Range 2 E

. Ta Access Rule Sources
Erom: I 2000 o I 2001 This rule will apply to traffic: originating from the sources specified in this page

— ICMP Properties

ICMP Code: I ICMP Type: I Thiz rule applies to traffic from these sources:
Add

Edi..
OK I Cancel |
Femave

Select ‘Next’
x

Secondary Conneclions
Select the settings for any secondary connections.

< Back I MNeut > I Cancel |

Do you want to use secondary connections?

Mo
H 3 7 H 3 1 H 3 1
@ Yes Click ‘Add’, double click ‘Internal’, click ‘Close
Port Range Frotocol Type Ditection | i Add Network Entities |
8000-8001 TCP Inbound
Mebwork entities:
Mew » Edit... Delete
B [Zr Metwarks
a External
<5 JURE
= Local Host
< Back I Hewt> | Cancel | =% Quarantined YPM Clients
23 PN Clients
[ Metwork Sets
. . . i ,
The summary should look like this, click ‘Finish 3 Computers
ﬂ 3 adress Ranges
A [ subnets
Completing the New Protocol [ Computer Sets
M ; Definition Wizard
Internet Sec &
Acceleration 2004  ‘You have successfully completed the Mew Protocol
Definition Wizard. The new protocol definition will have the
follawing configuratior
Narne: -
Mar1 TCP J
kﬁ“ Iritial connection:
Protacol TCP Add Close
B B Fo o
Direction: Dutbound

- Secondary Connections:
- Pratocol TCP

Port: 8000-3001

Direction: Inbound =
i« _>l_I

To close this wizard, click Finish

< Back I Finish I Cancel |
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Click ‘Next’
x

Access Rule Sources
This 1l will apply o haffic originating from the sources specified in this page

This rule applies to traffic from these sources:

Add

Edi...
Bemove

< Back I Next » I Cancel |

Click ‘Add’ and double click ‘External’ & ‘Internal’,

click ‘Close’ and then ‘Next’

x
Access Rule Destinations

This rule will apply ta traffic sent from the le sources to the destinations specified
in thiz page.

This ule applies to kraffic sent to these destinations:
& Extemal

<4 Internal Edi...
Remave

< Back I Nest» | Cancel

Click ‘Next’ which allows all users
=

User Sets
“You can apply the rule to requests from all users. O, you can limit access lo
specific user sets.

This ule applies ta requests from the following user sets:

%A\I Users Add

Edit...
Hemove:

< Back I Nest » I Cancel

Your summary should read similar to this, click
‘Finish’

New Access Rule

rd x|

Completing the New Access Rule
Micicsaft Wizard
Internet Security & ‘ou have successfully completed the New Access Rule
Acceleration 2004 Wizard. The new Access Rule will have the following
configuration:

Marme:
Manatechl
Actior;
Allow
Traffic:
Man1TCF MamUDP
Source:
Internal
Destination:
ExtenalInternal

Accepted user sets; _lLI
=

To clase the wizard, click Finish

cBack [ Finkn | Cancel |

Now click ‘Apply’ to apply settings.

internet Security &

il

Mmthn Sefver2004
Standard Eition

JS Apply Discard To save changes and update the configuration, click &pply.

/ Eirewall Policy \

order | Hame | action | Pratocas | From fustenes | Ta | conditior!
221 HMamateds @ o L] Marratech TP o Intemal i@ External LN
L1 Marr atechlinp . Internzl
{2 ]2 Mamratechl 3 o l."{_Maan\CP i Internal i Exbernal el s
| 1L Marr UDR ~Internal
23 mp (@ Mon Ufons e Internal @ External ol U
L\';H'I"I’P b Local Host < Internal
L Tes <k Local Host
1] Last Default re Soeny L alTeaffic S ol networks S Al Nebwoek . Sl Use

Click ‘OK’

@ Changes to the configuration were successfully applied. oK

The ¥PN configuration will be applied if it has been affected by your changes.
This may take several minutes,

Your rule should look like this:
Order Mame Action | Protocols From | Listener | To
@ otow B MariTce  dentend #

B 1 1UDP - Tnternd
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